v, SQL Change Guard

This project is a comprehensive solution designed for institutions with high security and regulatory requirements,
enabling end-to-end management of SQL changes.

The system is built upon key capabilities such as detailed tracking of changes, automatic validation and feedback
before deployment, controlled execution through approval mechanisms, and post-deployment impact analysis.

Additionally, it ensures secure transmission of query results and full transparency and auditability of all operations
in line with data privacy principles.

In this way, both operational efficiency is increased and institutional risks are minimized.

& Dashboard [fE W @ 5 | @ | @HotReload <] - 8 x

Time Period

O This Week O Last Week O This Month O Last Month ® This Year O Last Year O Custom  2025-01-01 (% 2025-06-02 [

A&

@® EXECUTED @ INTERMEDIATEAPPROVED MANUAL @ PENDING @ REJECTED ® EXECUTED @ PENDING

Changes/Query Results Status

Changes Query Results

Changes/Query Results Count

@ Changes
@ QueryResults )

Changes Types Distribution

@ Column
@ Function
Index
@ SglLogin
@ SqglRole
@ SqlUser

' @ StoredProcedure
@ Table
Trigger

@ View

@ ExecProcedure

® ManualDelete
» Manuallnsert

@® ManualUpdate
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SQL Change Guard

It provides end-to-end management of deployment, validation, versioning, reporting, and query result handling.

Thanks to pre-deployment checks, you can eliminate the risk of manual errors and detect potential misuse even
before the code goes live.

"This product can reduce your audit preparation time by allowing you to generate audit-ready reports of
your SQL changes in seconds."

Improved Control and Traceability: Clear processes are established in which every change can be tracked from
start to finish. Audit logs provide full traceability by showing who made what change and when.

Reduction of Security Vulnerabilities: Review and approval workflows help identify potentially risky changes
early on, reducing the likelihood of security gaps.

Meeting Compliance Requirements: Many regulations and standards (such as ISO 27001, KVKK, GDPR) require
change management processes to include specific controls. Process management and auditing help meet these
requirements.

Reduction of Data Breach Risks: Defining and monitoring access to and processing of sensitive data
significantly lowers the risk of unauthorized access and data leaks.

Automatic Detection of Manual Data Changes: The system can automatically detect manual data
modifications, and requires the attachment of supporting documents (e.g., emails, Excel, Word files) as evidence
at the time of request submission.

Protection of Critical Objects: To control access to critical objects such as accounts and users, these objects can
be registered in the system (through a one-time input via the interface). If any such objects are encountered
within a SQL change request, the system automatically triggers critical object access warnings.

@ Change List [Server=ASUSPC\SQLEXPRESS, User=ASUSPC\DomainUser, Role=ChangeManager] \53 B M [O] 52 | = | ) Hot Reload <\ - a x

@ 3 Executed : 12 | Rejected : 8

Waiting Time Query Type Server Name Change Ticket Created By Created Date Intermediate Approved By Intermediate /

57 @ EXECUTED Change ASUSPC\SQLEXPRESS AAA-22222 ASUSPC\DomainUser1 02/06/2025 00:04:37 ot

56 @ EXECUTED Change ASUSPC\SQLEXPRESS AAA-22222 ASUSPC\DomainUser1 02/06/2025 00:03:23

0
0
o
g
&

52 @ REJECTED Change ASUSPC\SQLEXPRESS AAA-99999 ASUSPC\DomainUser1 31/05/2025 12:52:09

Filter Y 51 @ EXECUTED Change ASUSPC\SQLEXPRESS AAA-99999 ASUSPC\DomainUser1 31/05/2025 11:14:26

50 @ EXECUTED Change ASUSPC\SQLEXPRESS AAA-99999 ASUSPC\DomainUser1 31/05/2025 11:11:59

48 @ REJECTED Change ASUSPC\SQLEXPRESS AAA-99999 aaa 30/05/2025 18:07:55 ff 30/05/2025
47 @ MANUAL Change ASUSPC\SQLEXPRESS01 AAA-99999 ASUSPC\DomainUser1 30/05/2025 17:39:01

46 @ REJECTED Change ASUSPC\SQLEXPRESS AAA-99999 DESKTOP-RHEZKIT\ASUS 30/05/2025 17:38:45 9g9gggg 30/05/2025

44 @ INTERMEDIATEAPPROVED Change ASUSPC\SQLEXPRESS AAA-99999 ASUSPC\DomainUser1 30/05/2025 00:48:20 ASUSPC\DomainUser1 30/05/2025
43 @ REJECTED Change ASUSPC\SQLEXPRESS AAA-99999 ASUSPC\DomainUser1 30/05/2025 00:22:12
42 @ REJECTED Change ASUSPC\SQLEXPRESS AAA-99999 ASUSPC\DomainUser1 30/05/2025 00:11:37 ASUSPC\DomainUser1 30/05/2025/

41 @ REJECTED Change ASUSPC\SQLEXPRESS AAA-99999 ASUSPC\DomainUser1 30/05/2025 D0:09:17

w
-3

@ REJECTED Change ASUSPC\SQLEXPRESS AAA-99999 ASUSPC\DomainUser1 27/05/2025 21:25:39

&

S
v
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Features of SQL Change Guard

S

Intelligent Analysis

[t extracts the operations and objects within the script, identifies which actions are intended during
the request submission phase, and applies validations accordingly. Before the script moves to the
production environment, it ensures all validations are met and, if there are any improper usages,
provides warnings/errors requesting the change to be corrected.

Detection of Request Dependencies

It detects objects within requests that have been or will be deployed to Test and Production
environments, identifies if the same objects appear under different requests, and reports them. For
example, for a stored procedure altered under two different workflows/tickets, the report includes
the stored procedure name, workflow number, object name, performed statements (ALTER, DROP,
etc.), and other related request details.

Notification Mechanisms

Notification mechanisms ensure coordination between teams during the implementation processes
of changes.

Comprehensive Logging

It ensures that all performed actions (schema changes, querying, manual data modifications) are
recorded.

It provides detailed report generation for all performed operations and identifies dependencies with other
requests during different deployments.

There is also a separate control mechanism for manual data modification processes. If such a change is intended

within a script, the user is required to attach supporting documents at the time of the request. The applied change
can also be tracked in reports along with detailed information about the operation performed.

For queries executed from Test/Production environments, it offers an end-to-end solution (from query submission
to data delivery to the requesting user). To comply with legal regulations such as KVKK and GDPR, it enables
encrypted transmission of data at the time of delivery.

Each request is executed within a single transaction, and in case of any error during deployment, a rollback is
performed to prevent any changes that could compromise data integrity.
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SQL Code Quality and Standards

SQL Change Guard automatically reviews your scripts and detects the warnings explained below at the time of
change request submission, notifying you accordingly. The severity levels of these warnings (warning, error,
information) can be adjusted or completely disabled if desired. Additionally, table and other object prefixes used
can be easily modified from the application’s settings screen.

Critical Warnings and Best Practices

Table and Object Creation / Naming Standards

SQL Change Guard Warning Description Recommendation
Firstly, create temp table as

CREATE TABLE statement!

Temporary tables should be
created using CREATE TABLE.

Create temporary tables using
the syntax: CREATE TABLE
#TempTable (...).

Function names should start with
a standard prefix.

Function names should start with Example: Use a prefix like fn_.

Stored procedure names should
start with

Index names should start with
Trigger names should start with
View names should start with

Table/Columns extended
properties missingl.

Stored procedure names should
follow a standard naming
convention.

Index names should follow a
standard format.

A standard prefix should be used
in trigger naming.

View names should follow a
standard naming convention.

When creating tables or columns,

entries should be made in the
data dictionary.

Example: The use of the sp_
prefix is recommended.

Example: Name them using the
ix_ prefix.

Example: Start with the prefix
tr_.

Example: The vw_ prefix is
recommended.

A description should be entered
into the data dictionary each
time a table or column is created.
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2. Query and Data Processing Principles

SQL Change Guard Warning

Nolock should be used when
accessing tables.

It is recommended to choose
SELECT column names instead of
(*).

It is recommended to write
columns in INSERT statement.

WHERE condition missing.

TRUNCATE TABLE query block
found!

Description

NOLOCK is recommended to
prevent locking.

Using SELECT * negatively
impacts performance.

Columns should be explicitly
specified in INSERT statements.

There is a significant risk if an
UPDATE or DELETE statement
lacks a WHERE clause.

The TRUNCATE TABLE command
can cause data loss.

Recommendation

Use WITH (NOLOCK) in queries.

Select only the necessary
columns.

Use the syntax: INSERT INTO

table (coh, col2) VALUES (...).

Add filters to prevent data loss.

Use it with caution.
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3. Transaction Management and Manual Commands

SQL Change Guard Warning

Manual Begin Transaction
statement found. Remove
transaction usage.

Manual Commit Transaction
statement found. Remove
transaction usage.

Manual Rollback Transaction
statement found. Remove
transaction usage.

EXEC usage (May Contain Manual
Data Modification Or Transaction
Usage)

SET NOCOUNT ON statement
missing.

Description

Manual transaction management
increases the risk of errors.

Manual use of commit should be
minimized.

Avoid manual use of rollback.

The EXEC command can include
manual data modifications.

SET NOCOUNT ON improves
query performance.

Recommendation

Centralize transaction control.

Automatic management should

be preferred.

Avoid code clutter.

Carefully review its content.

Be sure to include it at the
beginning of the code.
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4. Coding and Standards Warnings

SQL Change Guard Warning

Cursor usage query block found!.

Procedure input params should
start with

Procedure output params should
start with

It is recommended that the
parameters be set to null by
default.

Description

Using cursors reduces
performance.

Input parameters should follow
the naming standards.

There should be a standard
naming convention for output
parameters.

Parameters should have a default

value of NULL.

Recommendation

Use set-based operations
whenever possible.

Example: Use the prefix @in_.

Example: The prefix @out_ is
recommended.

For flexible and error-resistant
coding.
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Conclusion and Recommendations

Adhering to naming standards facilitates code readability and management.
Query writing rules are important for performance and data security.
Minimizing transactions and manual commands reduces the risk of errors.
Access to critical objects should be monitored and controlled.

These warnings are essential to enhance both application quality and operational security.
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SQL Standards Check

5

@ NEW Change | E’ ":“ @ EI'L | {013 | @) Hot Reload <

Motification Emails mail1 @gmail.com!

1_ID_CreateDate_CreatedBy_ExProp
]

1_ID_CreateDate_CreatedBy_ExProps

16 CREATE TABLE [dbo].[Table1](

17 [ID] [int] NOT NULL,
18 Description [nvarchar](508) NOT NULL,
19

20

21 LastModifiedDate DATETIME NULL,

22 LastModifiedBy [nvarchar](5@) NULL,
23)

24 GO

Server ASUSPC\SQLEXPRESS . Related Evidence
- Document Size(KB) Create Date Modified Date
Change Ticket AAA-22222 -
o 1.ipg 8.19 01/05/202520:03:03  01/05/2025 19:57:23
Description —

25 EXEC sys.sp addextendedproperty @name=N'MS Description’', @value=N'Id Column' , @level®type=N'SCHEMA',@level@name=N"dbo', @levellty

2660

27 EXEC sys.sp addextendedproperty @name=N'MS Description', @value=N'Description Column' , @level®type=N'SCHEMA',@level@name=N'dbo", |

28

29

30

31

32 GO

33 INSERT INTO [L2bgl(ID,Description) VALUES(1, 'Description_1')
34 INSERT INTO Tablel(ID,Description) VALUES(2, 'Description_2')

CHECHEELREREE

Script Name Message

1_ID_CreateDate_CreatedBy_ExProps Table/Columns extended properties missing!.(TableMame:Table1)

1_ID_CreateDate_CreatedBy_ExProps Table/Columns extended properties missing!.(TableMame:Table1;ColumnName:LastModifiedDate)

00

1_ID_CreateDate_CreatedBy_ExProps Table/Columns extended properties missing!.(TableName:Table1;ColumnName:LastModifiedBy)

Detail

Schema : dbo,Object : Table1

Schema : dbo,Object : Table1

Schema : dbo,Object : Table1

1_ID_CreateDate_CreatedBy_ExProps Manual Data Modification Found!

-

Object : Table1, AccessType=INSERT

1_ID_CreateDate_CreatedBy_ExProps Manual Data Modification Found!

Validate Scripts

@ EDIT Change [ Change 1d=58] | B I [O] 52 | 09| V) HotReload <

=

Object : Table1, AccessType=INSERT

pd

Notification Email 5 z
oumieation Emats | mail1 @gmail.com %

1_ID_CreateDate_CreatedBy_ExProp
s

1_ID_CreateDate_CreatedBy_ExProps |

16 CREATE TABLE [dbo].[Tablel](

17 [ID] [int] NOT NULL,

18 Description [nvarchar](5@8) NOT NULL,

19

20

21 LastModifiedDate DATETIME NULL,

22 LastModifiedBy [nvarchar](5@) NULL,

23)

24 GO Data Modify Usage hd
25 EXEC sys.sp_addextendedproperty @name
26 GO

27 EXEC sys.sp_addextendedproperty @name (g
28 ) Proceeding without attaching supporting documentation
29 4 may lead to audit issues, Do you still want to continue?

30

5 Yes Mo Cancel
32 GO |

33 INSERT INTO pELXESY(ID,Description) VALUES(1, 'Description 1)
34 INSERT INTO Tablel(ID,Description) VALUES(2, 'Description_2')

CHECHEELNERER

Script Mame Message

I@ Manual CRUD Operations Found,Count=2

1_ID_CreateDate_CreatedBy_ExProps Dropping table.
1_ID_CreateDate_CreatedBy_ExProps Table does not have ldentity columnl.
1_ID_CreateDate_CreatedBy_ExProps Table does not have CreatedDate columnl.
1_ID_CreateDate_CreatedBy_ExProps Table does not have CreatedBy columnl.

1_ID_CreateDate_CreatedBy_ExProps Table/Columns extended properties missing!.{TableName:Table1)

- - - -

1_ID_CreateDate_CreatedBy_ExProps Table/Columns extended properties missingl.{TableName:Table1;ColumnName:LastModifiedDate)

Server ASUSPC\SQLEXPRESS . Related Evidence |
- Document Size(KB) Create Date Modified Date
Change Ticket AAA-22222 -
Description Drag file here to drop

svel@type=N"SCHEMA' ,,@level®name=N"dbo', @levellty

mn® , @leveldtype=N"SCHEMA',@level@name=N"'dbo", |

Detail

Schema :
Schema :
Schema :
Schema :
Schema :

Schema:

dbo,Object :
dbo, Object :
dbo, Object :
dbo, Object :
dbo.Object :

dbo,Object :

Tablel
Tablel
Tablel
Tablel
Tablel

Tablel
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Change Request Process

Request Creation

The user uploads the SQL script, enters a
description, provides the ticket/workflow
number, attaches files if necessary, and enters
the email addresses to be notified.

Completion of Request Submission

The request is saved.

H

Validation

The script is checked against the SQL
standards defined by the application.

Request Deployment to
Environment

The authorized user reviews the request,
checks the warnings, and if deemed
appropriate, executes it to deploy to the
environment.

Query Result Request Process

Request Creation

The user uploads the query result script,
enters a description, selects the servers from
which the request is made, provides the
ticket/workflow number, enters email
addresses, and saves the request.

Data Privacy

Data masking is performed for sensitive data
when necessary.

@

©

Approval

The administrator reviews and executes the
request, and the results are displayed on the
screen.

Result Distribution

The results are sent in Excel format to the
individuals specified during request
submission.
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Query Result Request

@ EXECUTE Query Resultl ID=58 ] i B B [O] 52 | )99+ | & HotReload < =
Se " T
€' | ASUSPC\SQLEXPRESS; ASUSPC = maill@gmail.com | |mail2@gmail.com "
\SQLEXPRESSO01;
cc - ; a
mail3@gmail.com
Ch Ticket o
R AAAITITT . Result g erName:ASUSPC\SQLEXPRESS
Description 1 tables returned.
ExecutionDelaySeconds:0 seconds.
QR 1 Sample Select 4| | sk h S ek
Saruarhlama-ASIISPOV SN EYPRESSAT

1QR_Sample_Select | SQL Info Message | ASUSPC\SQLEXPRESS_QR_1 /. ASUSPC\SQLEXPRESSO01_QR_1 /4,

name TestColmnStr TestColmnint [0 TestColmnStr2 [ TestColmnStr3
sysrscols 12345678 12345678 Test data lorem ipsumsysrscols Test2 data lorem ipsumSYSTEM_TABLE u
sysrowsets 12345678 12345678 Test data lorem ipsumsysrowsets Test2 data lorem ipsumSYSTEM_TABLE
sysclones 12345678 12345678 Test data lorem ipsumsysclones Test2 data lorem ipsumSYSTEM_TABLE
sysallocunits 12345678 12345678 Test data lorem ipsumsysallocunits Test2 data lorem ipsumSYSTEM_TABLE
sysfiles1 12345678 12345678 Test data lorem ipsumsysfiles1 Test2 data lorem ipsumSYSTEM_TABLE
sysseobjvalues 12345678 12345678 Test data lorem ipsumsysseobjvalues Test2 data lorem ipsumSYSTEM_TABLE
syspriorities 12345678 12345678 Test data lorem ipsumsyspriorities Test2 data lorem ipsumSYSTEM_TABLE
sysdbfrag 12345678 12345678 Test data lorem ipsumsysdbfrag Test2 data lorem ipsumSYSTEM_TABLE
sysfgfrag 12345678 12345678 Test data lorem ipsumsysfgfrag Test2 data lorem ipsumSYSTEM_TABLE
sysdbfiles 12345678 12345678 Test data lorem ipsumsysdbfiles Test2 data lorem ipsumSYSTEM_TABLE
SYSpru 12345678 12345678 Test data lorem ipsumsyspru Test2 data lorem ipsumSYSTEM_TABLE
sysbrickfiles 12345678 12345678 Test data lorem ipsumsysbrickfiles Test2 data lorem ipsumSYSTEM_TABLE
sysphfg 12345678 12345678 Test data lorem ipsumsysphfg Test2 data lorem ipsumSYSTEM_TABLE
sysprufiles 12345678 12345678 Test data lorem ipsumsysprufiles Test2 data lorem ipsumSYSTEM_TABLE
sysftinds 12345678 12345678 Test data lorem ipsumsysftinds Test2 data lorem ipsumSYSTEM_TABLE
cusAL AR 1I2AEETO 119 AEETO Trant data larans incnmcusnumarn Tt data lnram incom@WEOTCMM TADI C i
@ EXECUTE Query Result ID=59] L& M [0 53 | 0134 | Y HotReload < = g %
Server | ASUSPC\SQLEXPRESS; ASUSPC & fo maill@gmail.com | mail2@gmail.com 5
\SQLEXPRESSO01;
ccC
mail3@gmail.com -
Change Tickst AAA-TTTTT . Result| g e rName:ASUSPC\SQLEXPRESS
Description 1 tables returned.
QR 1 Sample Select Execuﬂc;rlf_)ilaySeconds:O seconds. . y
Sorvarblama ASHISPOYSNI FYPRESSNT
| 1IJR_,Sample_Select' | SQL Info Message: ASUSPC\SOLEXPRESS_QR_1 -'ASUSPC\SQLEXPRESSU‘I_QRJ
name TestColmnStr TestColmnint TestColmnStr2 TestColmnStr3
rlsssoscy 54837162 12345678 Test data lorem ipsumsysrscols mBEassAEY2tieTT_mpaM Sle Lruo TtSd ’
twsosressy 54837162 12345678 Test data lorem ipsumsysrowsets mBEassAEY2tieTT_mpaM Sle Lruo TtSd
celssnsoy 54837162 12345678 Test data lorem ipsumsysclones mBEassAEY2tieTT_mpaM Sle Lruo TtSd
conitslalsyus 54837162 12345678 Test data lorem ipsumsysallocunits mBEassAEY2tieTT_mpaM Sle Lruo TtSd
fsilsesly 54837162 12345678 Test data lorem ipsumsysfiles mBEassAEY2tieTT_mpaM Sle Lruo TiSd
beulsjvesosyas 54837162 12345678 Test data lorem ipsumsysseobjvalues mBEassAEY2tieTT_mpaM Sle Lruo TiSd
rotiesiprsyis 54837162 12345678 Test data lorem ipsumsyspriorities mBEassAEY2tieTT_mpaM Sle Lruo TtSd
dabgsrsfy 54837162 12345678 Test data lorem ipsumsysdbfrag mBEassAEY2tieTT_mpaM Sle Lruo TiSd
faggsrsfy 54837162 12345678 Test data lorem ipsumsysfgfrag mBEassAEY2tieTT_mpaM Sle Lruo TiSd
efsbhsdlsiy 54837162 12345678 Test data lorem ipsumsysdbfiles mBEassAEY2tieTT_mpaM Sle Lruo TtSd
surspy 54837162 12345678 Test data lorem ipsumsyspru mBEassAEY2tieTT_mpaM Sle Lruo TtSd
kcilesibrsyfs 54837162 12345678 Test data lorem ipsumsysbrickfiles mBEassAEY2tieTT_mpaM Sle Lruo TtSd
spgfshy 54837162 12345678 Test data lorem ipsumsysphfg mBEassAEY2tieTT_mpaM Sle Lruo TtSd
4

FEoE


https://gamma.app/?utm_source=made-with-gamma

¥ Reports - [Dependent Change Tckets] e b O] &5 | i, | (MHat Reload £ | = =] *

Dependent Change Tickets ChangeTicket = ObjectMame | | Detailed Report &
riemen el | R
Security Operations Audit Report
Manual Data Changes
Qbject Change Frequency Item Count : 38
Data Hadifj Changa Er ney Changeld Change Ticket ScripiMame ModificationSiates ExecutionDate ExecutedBy Servemame DatabaseM: L OideciName Siatement
Event Log Repart ] AAA-2444 3_NamingStanda BAANLUAL 01/05/2025 2228118 ASUSPC\DomainUser] ASUSPC\SOLEXPAESS DETest AftorUpdata_Table CroateraltorTriggorStatoment
35 BEE-1TIN 3_WamingStanda PEMDING ASUSPOVSOLEXPRESS DETest AfterUpdato_Table CreateOrAlterTriggerStatoment
g AAN-G5855 &_DropObjectCor FPEMOING ASUSEFC\SOLEXPRESS DETest fnTos199 OropFunctionStatement
25 BEB-11111 &_DrapObjectGor PEMDING ASUSPFC\SOLEXPARESS DETest fnTes199 OropFunctionStatement
11 EEB-11111 1_Warkflow_BEE PEMDMNG ASUSPC\SOLEXPAESS DETest splbjl CreateOralterProcedureStalement
12 BEE-22222 2_Warkflow_BBE PEMNDING ASUSPCISOLEXPRESS DETest spObji CreateOrAlterProcedureStatement
i4 BEB-11111 4_Warkflow_BER EXECUTED ERAOS 2025 21:27-45 ASUSPC\Damainliserd ASUSPC\SOLEXPRESS DETest sp0bji CreatedeAlierProcedursStatement
bl BEB-11111 4_Warkflow_BER PEMMHG ASUSPCVSOLEXPRESS DETest sp0bji CroateteAlterProdedur eS1aleamen
1 BEB-11111 1_Warkfllew_DBBE PEMDING ASUSPCVSOLEXPRESS DETezt sp0bjzx CreateOealierProcedureSialament
12 BRB-33333 3 Warkilew RER PEMOING ASUSPCAEOLEXPRESS DBTest endibi? CroateeilberProcediur s S sl

Dependent Change Tickets Report
Report of Dependent Requests and Their Related Objects
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Repaorts » [Secuity Operatiors &udit Report]

B ' (O] & | loi93= | W HotReload )|

Dependent Change Tickets
Requests Detail

Security Operations Audit Report
Manual Data Changes

Object Change Frequensy

Data Modify Change Frequency
Event Log Report

Security Operations Audit Report

Detailed Reports of Users, Roles, and Login Information

T T

Start Date  2025-01-01 2 EndDate 2025-06-02 2 ObjectName |

| Changeld ChangeTicket
[ 10 ANAS5555
0 AAA-55555
L ARA-S555S
| 19 AAK-55555
| 10 ARA-SEEES
| 28 BAB-11111
15 BAE-11111
5 BAB-11111
| 25 BEB-11111
35 BEE-11111

ExecutisnDate

20052025 143707

20 I0TE 14ITNT

I0MOSI0TE 143T0T

20/05/202514:37:07

20/0%/2028 143707

Exseuiedily

ASUSFCWDamainliser

ASUSFCADomainliser

ASUSPC\Domainliser

ASUSPCYDomainliser

ASUSPC\Domainlsar

Servernanme

ASUSPCVEOLEXFRESS

ASUSPCVSOLEXFRESS

ASUSPCVBOLEXFRESS

ASUSPCASQLEXPRESS

ASUSPCVEQLEXPRESS

ASUSPCVEOLEXPRESS

ASUSPCVEOLEXPRESS

ASUSPCVEQLEXPRESS

ASUSPCVEOLEXPRESS

ASUSPCVEOLEXPRESS

DatabaseMame

DBETest

DBETest

DBETest

master

master

DETest

DBETest

DBTest

raster

mmasker

ObgeetMame

tesirolal

testuser]

testrodal

testuser]

Eestuserl

testrodel

tostuser]

tostrodel

testuser]

tesfuser]

Staternent P ieallser

Per

e

DropRoleStatemsent
DreploginStatement
CreateRoleStatement
CreateloginStatement
CreateUserSlatement
OropRoleStatement
DOrepLaginStalement
CreabeRokStatement
Criabel ogenStatement

Createllserdatement

Falss

Falss

Falss

Falss

False

False

False

False

False

False

Item Count : 20
PermissionSelect

False

False

Falsa

Falsa

False

Falsa

Falsa

Falge

False

False
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% Reports - [Manual Data Changes]

lZE B [D] &% | i99s | iHotReload €|

Dependent Change Tickets
Requests Detail

Security Operations Audit Report
Manual Data Changes

Object Change Frequency

Data Madify Change Frequency
Ewvent Lag Report

StartDate 20250107 (3 EndDate 20250602 (3 ObjectName |

Manual Data Changes Report

Changeld

ChangeTickel

AAA-ZEITE

AAA-ZEAZT

AAA-REIZT

AAA-2TIZT

AAAITITT

AAA-55555

AAd 55555

AAA-GE5EE

AAA-GEERE

ASA-B5555

Drescripticn

1_10_Creat

1_10_Creal

1_10_Crealy

1_10_Create

2_INTO Mol

4_DELETE.!

4_DELETE.!

4_DELETE.!

8_Robe_Use

8_Robe_Use

ExecutionDate

01/05/2025 22:24:26

01/05/2028 22:24:26

01052025 22:24:26

01/05/ 2025 22:24:26

01/05/2025 22:28:04

TOQSI0EE 143TT

20/05/3028 14:3707

ExecuiedBy

ASUSPC\DomainUserl

ASUSPC\DomainUser]

ASUSPC\Domainlser

ASUSPC\Domainlser

AZUSPCADamainllaer

ASUSPCADomainUser

ASUSPCY\DomainUser]

Servemame

ASUSPCVSQLEXPRESS
ASUSPCVSOLEXPRESS
ASUSPCVEOLEXPRESS
ASUSPCVEOLEXPRESS
ASUSPCVEOLEXPRESS
ASUSPCVEOLEXPRESS
ASUSPCVROLEXPRESS
ASUSPCVROLEXFRESS
ASUSPCVEQLEXFRESS

ASUSPCASOLEXPRESS

DatabaseMa

DBTest

DETest

DBETest

DBETest

DBETest

DBETest

DETest

DETest

mastar

master

Detailed Report of Manually Executed Operations (INSERT/UPDATE/DELETE/EXEC)

OibjectHame

sp_addextendedproperty
sp_addextendedpraperty
Table

Table

Tablel

Tabile1

Tabile1

Test_Curser
sp.addrolemember

sp_addsreralemember

Statement

ExecutablePfrocedureReferenca

ExecutableProcedureReference

HamedTableReference

HamedTableRelerence

HamedTablefelerence

HamedTableReference

NamedTablefeference

ExecutableProcedureReference

ExecutableProcedureReference

ExecutableProcedureRoference

Item Count - T0
ObjecthccessType

EXEC

EXEC

INSERT

INSERT

INZERT

UPDATE

DELETE

EXEC

EXEC

EXEC
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) Repots - [Obpect Change Frequency]

Dependent Change Tickets
Requests Detall

Security Operations Awdit Report
Manual Data Changes

Object Change Frequency

Data Medify Change Frequency
Evant Log Report

£ B> O [B] §3 | islg0= | & Hot Reload < | - & X
StartDate 202501-01 (9 EndDate 202506-02 (8 Environment ~ Objecthame |
- IEEm

Item Count : 14

Erveironmient DatsbazeMame SchemaMame DibjectType DbjectMamas UnigueChangeTicketCownt UniguelhangeRequestCount LasiChangeDate
TEST DBTest dba Tabde Table 2 4 0206,/ 2025 00:04:42
TEST DBTest dba Trigges AfterUpdate_Tablel 1 1 01/05/2025 22:28:118
TEST DBTest dha View v_Tablel 1 1 01/05/2025 222818
TEST master dba SqlLogin testuser] 1 1 2005/ 2025 14:3707
TEST master dha Sqluser testuser] 1 1 20/05/ 2025 14:3707
FROD DETest dba StoredProcedere  Test.Sandbex 1 1 I0OFI0TF 182435
TEST DETest dha Function TestFunction 1 1 01/0%/ 2025 222818
TEST DETest dba Indox 1¥_Table1_Description 1 1 01,05/ 2028 222808
TEST DETest dha SqlLogin festuser] 1 1 HFOS/2028 14377
TEST DETect dha SalRole feshralal 1 1 MOS0 IE14-ATAT

Object Change Frequency Report

Object Change Frequency Report
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W Repors - [Data Moddy Charge Freguency]

=

Dependent Change Tickets
Requests Detall

Security Operaticns Audit Repart
Manual Data Changos

Object Change Frequency

Data Modify Change Frequency
Event Log Report

StartDate 2025-01-01 (3 EndDate 2025-06-02 (3 Environment ~ ObjectName | |
(e ]
Ervigrment DatabapcHame SchemaName DbjeciType Dbjectiame UniguethangeTichelCount UniguelhangeRequesiCount LastMedifyDate
TEST DBETae:1 dbo Manualingen Talyle1 F 4 206/ 2025 00:04:42
TEST DETest ayu Exeefvocedure  sp_addedendedproperty 1 3 0206/ 2025 00:04:42
TEST miasler ExgcProcedure  spoaddsrvrolemenber 1 1 H0/05/2025 14:377
TEST masier dba ExgcPiocedure sp addralemember 1 1 20005/ 2025 14:37:7
TEST DBTes1 dbo ManualUpdate Tablel 1 1 FVOSEIZE 1 12EY
FROD DATest dbo ManualDelete KEEK 1 1 FOSIE0EE 183435
FROD DETest dbo Manualipdate KEKEK 1 1 FOOSII0Z5 182435

Data Modify Change Frequency Report
Frequency Report of Manually Executed Operations (INSERT/UPDATE/DELETE/EXEC)
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T ewHs Wy e
Seeurity Dperations Audit Report
Manual Data Changes

Object Change Frequency

Data Madify Change Frequency
Event Log Repart

Critical Objects Access

T T

Cha

T8

Tr

77

7

T

T

Tr

77

77

ity Type

Change
QueryResult
QueryResult
QueryResult
QueryResult
QueryResult
QueryResult
QueryResult

GueryResult

ChangeStal

FENDING

FENDING

PENIMNG

PENINNG

PENINNG

PENDING

PENDING

PENDHNG

PENDING

ChangeTickel

ANA-I9599

ALA-11T117

ALA-TTI

ALA-TTIT

AAA-TTTIN

AAAR-TTTIN

AAKR-TTTT

AAR-TITI

AAA-TIINM

Seivernamg

ASUSPCVSOLE

ASUSPCAVSOLE

ASUSPCVSOLE

ASUSPOVEOLE

ASUSPOVGOLE

ASUSPCVSOLE

ASUSPCASOLE

ASUSPCASOLE

ASUSPOVEOQLE

Efrvirafiment

TEST

TEST

TEST

TEST

TEST

FROD

FROD

BROD

BROD

Databasel

DBETest

Dbtest

DETest

dbtest

DBETest

Dhlest

DETast

dbtest

DETest

eeiMasng

spCritical(hject
lblErItH:athjEﬂ
wwlriticalDbject
frCriticalobjectTh
spCriticalOhject
tblCriticalObject
wwiriticalObject
InCriticalObjeciTh

spCritical Ghject

Olbject Type

StoredProcedune

Takle

Wiaw

Function

StoredProcedurs

Table

Winw

Function

StoredProceduns

Aceeiied Dl

09062025 220842

DRMESZ0T5 16:44:05

D2M0E/2025 1644805

D2ME/2025 164405

D2ME/ 2025 164405

DAME/I0T5 164405

D806/ 2025 18:44,05

08/ 062025 16:44:08

02/06/2025 16:44:05

AcceisedBly

ASUSPCADemalnlser]
ASUSPCADemalnlser]
ASUSPCADemalnlser]
ASUSPCADomainlser]
ASUSPCADomainlser
ASUSPCADemainlser
ASUSPC\DomainUser]
ASUSPCDomainUseri

AZSUSPEDomainUsert

DbpecthccesaType

StoredProcedure

ManualSelect

ManualSelect

ManualSelect

ExecProcedurs

ManualSalect

ManualSelect

ManualSelect

ExecProcedurs

Iterm Count: 9

Staternient

AlesProcedureStatemant
NamedTableReferencs
NamedTableReferencs
SchemadbjeciFunctionTable
ExeculableProcedurafeferar
NHamedTableReferenca
HamedTableReference

SchemaObjectFunctionTable

B,

ExccutableProcedur

Critical Objects Access Report

Generates reports on accesses to objects defined in the Settings > Critical Objects screen.
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Key Problems Addressed by Our Solution

Challenges in Enforcing SQL (}D Team Coordination

Standards Lack of coordination between teams during the
The difficulty of manually verifying documented implementation of changes.

or undocumented, widely accepted or

organization-specific standards within changes

to be made.

& Rollback Issues &) Access and Logging Issues
Issues with rollback in case of any problems Authorization and access controls. Difficulty in
during change implementation. recording and logging all changes and queries

performed on databases.

Manual data modification process management and dependency management between different requests are
also among the key challenges.

KVKK and GDPR Compliance Challenges

In Turkey, organizations are generally required to comply with KVKK regulations.

If a Turkish company provides services to individuals located in the EU, it may also be obligated to comply with
GDPR for those activities.
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Benefits

e

000
0000

Fast and Secure Deployment

Faster changes through automation

Collaboration and Compliance

Team coordination and regulatory compliance

Data Integrity

Prevention of data loss

Sustainable Growth

Contributing to the controlled and sustainable growth of
continuously expanding databases

Comprehensive Auditing

Providing comprehensive data for audits and queries
related to database changes and access

The SQL Change Guard system significantly improves organizations’ data management processes by ensuring
database changes are made securely, controlled, and traceably. The system reduces the workload of technical
teams while also facilitating compliance with legal regulations.
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